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Abstract
ARM Pointer Authentication Code (PAC) is an archi-
tectural security mechanism designed to enforce pointer
integrity. PACMAN [28] showed that speculative exe-
cution can turn pointer-authentication outcomes into a
microarchitectural oracle, allowing attackers to break the
promise of PAC. In response, ARM proposed a combined
hardware–software mitigation [6]. The hardware feature
FEAT FPAC raises a fault on failed authentication imme-
diately, and a software sequence uses XPAC to clear PAC
metadata, so that successful and failed authentications
produce indistinguishable speculative memory accesses.

In this paper, we show that this mitigation can still
be defeated, and that the responsibility lies with its
microarchitectural implementation. On processors im-
plementing FEAT FPAC, a new authentication-dependent
transient behavior arises that the XPAC-based software
sequence fails to eliminate. As a result, an attacker can
still distinguish successful from failed authentications
through a previously unexplored side-channel signal, de-
spite the combined mitigation being correctly applied.
We characterize this leakage on Apple M2 processors
that implement FEAT FPAC, and discuss how it could
be exploited to mount a new PAC bypass attack. Our
results highlight that architectural security specifications
are only as sound as their microarchitectural implemen-
tation.

CCS Concepts
• Security and privacy → Side-channel analysis
and countermeasures; Hardware security implemen-
tation.
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1 Introduction
Memory safety vulnerabilities remain a persistent threat
to modern computing systems. Exploits such as buffer
overflows [23] and use-after-free [22] bugs allow attack-
ers to corrupt memory and hijack the control flow of
an victim program. Advanced code-reuse attacks, in-
cluding Return-Oriented Programming (ROP) [30] and
Jump-Oriented Programming (JOP) [8], have rendered
traditional defenses like non-executable memory (NX) in-
sufficient. To address these challenges, hardware vendors
have introduced architectural extensions designed to en-
force pointer and control-flow integrity at the hardware
level [4, 5, 11, 27].

ARM Pointer Authentication (PAC) is a prominent
hardware security feature introduced in the ARMv8.3-
A architecture [27] and deployed in modern processors,
including Apple’s M-series chips [3]. PAC aims to pro-
tect pointer integrity by embedding a cryptographic
signature into the unused upper bits of a 64-bit pointer.
Pointers are signed with a PAC instruction (e.g., PACIA)
and verified with a corresponding authentication instruc-
tion (e.g., AUTIA) before dereference. If authentication
fails, the processor triggers a fault, preventing the use
of tampered pointers and mitigating a broad class of
control-flow hijacking attacks.

While PAC provides a robust defense against architec-
tural attacks, the rise of microarchitectural side-channel
attacks has introduced a new dimension of vulnerabil-
ity. Attacks like Spectre [19] and Meltdown [20] demon-
strated that speculative execution—a fundamental per-
formance optimization in modern processors—can leak
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sensitive information across security boundaries. Further-
more, the intersection of memory corruption vulnerabili-
ties and microarchitectural side-channels was explored
in the PACMAN attack [28], which demonstrated that
speculative execution could be leveraged to bypass PAC
authentication. By constructing a “PAC Oracle” via side-
channels, an attacker can brute-force the cryptographic
signature without triggering a crash, effectively breaking
the security guarantees of PAC.

In response to PACMAN, both the academic commu-
nity and industry have proposed various mitigations [2,
6, 9, 25, 26]. In particular, ARM introduced FEAT FPAC1,
a hardware extension that alters the exception handling
mechanism of authentication failures [5, 6]. ARM also
suggests pairing these extensions with an XPAC-based
software pattern, which strips the embedded signature
from a pointer before subsequent use, ensuring that spec-
ulatively executed code operates on a canonical pointer
even when authentication fails. The underlying assump-
tion is that by applying the XPAC-based software pattern
alongside modified fault behavior, the threat of specula-
tive PAC bypasses can be contained.

This paper demonstrates that ARM’s suggested miti-
gation, while effective against fault-based oracles, inad-
vertently introduces a new form of PAC leakage. We show
that authentication failures still influence the processor’s
speculative execution window even after the fault-based
oracle is removed, and present BACKPAC, a new primi-
tive that exploits this effect to recover PAC signatures
without triggering any faults.

In summary, the paper makes the following contribu-
tions:
∙ We analyze and characterize existing PACMAN miti-

gations proposed by various vendors.
∙ We show that on Apple M2, authentication failures

shorten the speculative execution window, leaving
an authentication-dependent microarchitectural signal
even when ARM’s recommended mitigation is applied.

∙ We construct BACKPAC, an oracle that distinguishes
successful from failed PAC authentication without
triggering any architectural fault.

Responsible Disclosure. We disclosed our findings to
the Apple Security Team on December 4, 2025. Apple
successfully reproduced our PoC but decided not to fix
it, on the grounds that ARM’s PACMAN mitigation
guidance applies specifically to ARM-produced CPU
cores.
1FEAT FPACC SPEC was introduced later as an extension that further
hardens speculative authentication behavior. For hardware without
FEAT FPACC SPEC, ARM officially recommends pairing FEAT FPAC
with the XPAC-based software pattern [6].

1 pacia lr, sp
2 sub sp, sp, #0x40
3 str lr, [sp, #0x30]
4 ...

(a) Function prologue.

1 ldr lr, [sp, #0x30]
2 add sp, sp, #0x40
3 autia lr, sp
4 ret

(b) Function epilogue.

Figure 1: PAC signing and authentication of the
return address.

2 Background
This section provides the necessary background on ARM
Pointer Authentication, speculative execution attacks,
and the PACMAN attack.

2.1 ARM Pointer Authentication
ARM Pointer Authentication (PAC) [5, 27], intro-

duced in ARMv8.3-A, mitigates code-reuse attacks such
as ROP [30] and JOP [8] by embedding a cryptographic
signature—derived from the pointer value, a 64-bit con-
text, and a secret 128-bit key—in the unused upper
bits of a 64-bit virtual address. PAC* instructions sign a
pointer and AUT* instructions verify it.

If authentication fails, the hardware does not raise an
exception immediately; instead, it mangles the pointer
so that a subsequent dereference triggers a translation
fault. This deferred error handling preserves speculative
execution of code paths that may be discarded—but it is
precisely the design choice that PACMAN later exploits.

2.2 Speculative Execution Attacks
Modern processors employ speculative execution to im-
prove performance by executing instructions before their
control dependencies are resolved. On a mis-prediction,
the architectural state is rolled back, but microarchitec-
tural state—such as caches, TLBs, and branch predictors—
retains side effects of the transient execution. Specula-
tive execution attacks [14–17, 19, 21, 28, 29] exploit this
asymmetry: when transient execution touches secret-
dependent data, an attacker observes the resulting state
changes through microarchitectural side channels (e.g.,
cache timing via Prime+Probe [24] or Flush+Reload [31])
to infer the secret. Recent work has shown that faults
raised during speculative execution can shorten the spec-
ulation window itself [17], creating a new class of side-
channel distinct from cache-based oracles.

2.3 The PACMAN Attack
PACMAN [28] is a novel attack demonstrated by Ravichan-
dran et al. that combines the aforementioned side chan-
nels with speculative execution to bypass ARM PAC. It
utilizes speculative execution to create a side-channel
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1 ldr X0, [X1]
2 aut X0
3 xpac X0
4 ldr X2, [X0]
5 ...

(a) ver1

1 ldr X0, [X1]
2 mov X3, X0
3 xpac X0
4 aut X3
5 ldr X2, [X0]

(b) ver2

Figure 2: Mitigation flow using XPAC on systems
implementing FEAT FPAC. By clearing the PAC
field after authentication, both successful and
failed authentication paths transiently execute
loads with the same effective address, preventing
the original PACMAN oracle [6].

oracle, allowing an attacker to distinguish between a cor-
rect and an incorrect PAC without triggering a system
crash.

The core of the PACMAN attack is a ”PACMAN gad-
get,” a code sequence that speculatively authenticates a
pointer and then uses it in a way that leaves a microarchi-
tectural trace (e.g., a cache modification) dependent on
the validity of the pointer. An attacker can brute-force
the PAC by guessing a value, injecting it, and triggering
the gadget. Since the authentication failure mangles the
pointer rather than faulting immediately, the processor
may speculatively execute subsequent instructions using
the mangled pointer. This speculative execution creates
a measurable difference in the cache state compared to
the execution with a correct pointer, which the attacker
can detect. By repeating this process, an attacker can
recover the correct PAC for a given pointer and context.

3 Mitigations against PACMAN
Following the disclosure of PACMAN, several mitigations
were discussed. However, deploying effective defenses has
proven challenging due to performance and compatibility
constraints.
Software Mitigations. The primary software miti-
gation involves manually inserting speculation barriers
(e.g., SB or DSB instructions) in critical code paths. These
barriers prevent the processor from speculating past the
authentication instruction, thereby eliminating the side-
channel leakage. However, due to the high performance
overhead of these instructions, they are applied very se-
lectively (e.g., in the Linux kernel context switching code)
and do not provide comprehensive protection against all
potential PACMAN gadgets in user-space applications.
Combined Hardware and Software Mitigations.
ARM introduced FEAT FPAC in the Armv8.3-A architec-

ture extension [7], a hardware extension that modifies
the architectural handling of pointer authentication fail-
ures: when authentication fails, the AUT* instruction

directly raises a PAC Fail exception, rather than produc-
ing a non-canonical VA that faults only on a subsequent
dereference.

On systems implementing FEAT FPAC, ARM recom-
mends mitigating PACMAN by explicitly clearing the
PAC field with XPAC after authentication, and provides
two software sequences for doing so [6], illustrated in
Figure 2. The first sequence (ver1) applies XPAC directly
to the authenticated register so that subsequent loads
use the canonicalized pointer regardless of the authen-
tication outcome. This sequence has two limitations: it
relies on an implementation-specific guarantee that the
faulting AUT does not stall younger instructions (which
holds in ARM-designed cores), and it is incompatible
with combined authenticate-and-use instructions such as
RETAA or LDRAA. The second sequence (ver2) avoids this
limitation by decoupling authentication from the load:
the pointer is copied to a scratch register on which AUT
is performed solely to trigger a fault on failure, while
XPAC is applied to the original register, which is then
used for subsequent loads.

Both sequences share the same underlying idea: ensure
that the authentication metadata is removed before any
speculative dereference, so that successful and failed au-
thentication paths execute structurally similar memory
operations. As a result, both paths transiently produce
similar microarchitectural state, and the original PAC-
MAN oracle is eliminated.
Hardware-only Mitigation. ARM’s FEAT FPACC SPEC
and recent industry proposals aim to make speculative
microarchitectural state independent of the authenti-
cation outcome. Apple [2] makes speculation proceed
independently of the authentication result, so that the
speculative path is the same regardless of the outcome,
while Qualcomm [26] modifies the signature of a failing
pointer so that it appears valid to subsequent speculative
uses. On Apple M2, however, the deployed mitigation
is the combined FEAT FPAC+XPAC approach described
above. As we show in §4.1, this combined mitigation is
still vulnerable to a new class of PAC leakage arising
from speculation shrinkage.

4 Speculation Shrinkage under
FEAT FPAC

In this section, we examine how pointer-authentication
outcomes affect transient execution under PAC mitiga-
tions. While prior work has reported speculation shrink-
age caused by MTE faults on ARM CPUs [17], we focus
on authentication-induced changes to the speculation
window on Apple Silicon M2.
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1 if (cond) {
2 autda x0, x3 // authenticate pointer
3 xpacd x0 // strip PAC bits
4 ldr x2, [x0]
5 orr x2, x2, x2 // RAW dependency chain:
6 orr x2, x2, x2 // controllable delay
7 ...
8 ldr x2, [x1, x2, lsl #6] // encode into cache
9 }

Figure 3: Speculation-measurement gadget. A
read-after-write orr chain after PAC stripping
extends the speculation window before the final
encoding load.

4.1 Experimental Setup
We conduct our experiments on both the performance
(P) and efficiency (E) cores of Apple M2. Since Apple M3
shares the same relevant architectural features as these
cores, we expect similar behavior, indicating potential
susceptibility.

Our experiments are performed on macOS 26.2 run-
ning on Apple M2. For precise reverse engineering, we
require high-resolution timing sources and reliable cache
flush instructions. On Apple M2, by leveraging Pac-
manPatcher [13], we were able to access undocumented,
platform-specific performance counter registers as well
as the dc civac instruction from user space, enabling
higher-resolution measurements. Specifically, we use the
performance counter exposed through the system register
S3 2 c15 c0 0 as our timing source. We adopt Google
Project Zero’s MTETest [10] for our measurements, mod-
ifying it for PAC.

4.2 Speculation Shrinkage
Measurement

To observe speculation shrinkage, we use the measure-
ment gadget shown in Listing 3. The gadget authen-
ticates a pointer with autda (line 2), models ARM’s
recommended mitigation by stripping its PAC bits with
xpacd (line 3), and dereferences the resulting pointer
(line 4). The loaded value is then passed through a chain
of dependent orr instructions before being encoded into
the cache via the final indexed load (line 8). The orr
chain forms a read-after-write dependency, preventing
out-of-order collapse and acting as a controllable delay
between the authenticated load and the final encoding
load.

We trigger transient execution by mispredicting the
branch at line 1. If transient execution reaches the final
load, the corresponding cache line is brought into the

Figure 4: Speculation window (in executed in-
structions) by instruction latency. Orange: failed
authentications; blue: successful. Lower-latency
ops (add, orr) fit more instructions before shrink-
age than higher-latency ops (mul, udiv).

Table 1: Instruction latencies

Execution Class Instruction Type Latency (cycles)
ALU orr 1–2
ALU and 1–2
MUL mul 3
DIV udiv (64-bit) 7–9

cache, which the attacker detects by probing and measur-
ing access latency. By varying the length of the orr chain
and checking whether the cache footprint remains observ-
able, we estimate how far transient execution progresses
after authentication.

Despite the XPAC-based mitigation, we observe that
authentication failures shorten the speculation window
on Apple M2.

These results show that although the XPAC-based mit-
igation removes the original PACMAN-style load oracle,
it does not eliminate all authentication-dependent tran-
sient behavior. Authentication failures under FEAT FPAC
induce speculation shrinkage, allowing the attacker to
distinguish authentication success from failure through
the presence or absence of the final microarchitectural
footprint.

To verify that this effect is driven by elapsed cycles
rather than by the specific choice of delay instruction,
we repeat the measurement with the orr chain replaced
by other instruction types. Figure 4 shows that the spec-
ulation window length, expressed in number of executed
instructions, scales inversely with per-instruction latency:
low-latency operations (add, orr) fit more instructions
into the window, with shrinkage on failed authentication
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beginning at about 115 instructions for both, whereas
higher-latency operations cause it to appear earlier, at
about 55 instructions for mul and about 35 for 64-bit
udiv. Per-instruction latencies, taken from Apple’s CPU
optimization guide [1], are summarized in Table 1.

All measurements reported in this paper are taken on
the performance (P) core, while we confirmed that the
same speculation shrinkage also occurs on the efficiency
(E) core.

AI-use disclosure. We used OpenAI Codex solely to as-
sist in writing the Python plotting script used to generate
Figure 4. We independently collected the experimental
data, reviewed and validated the script and its output,
and performed the analysis and interpretation. The AI
tool did not generate, alter, or interpret the experimental
data or results.

5 Security Implications
In this section, we analyze the security implications of
speculation shrinkage and the conditions under which the
shrinkage becomes an exploitable PAC leakage primitive
which we call BACKPAC.

In the remainder of this section, we first describe our
threat model (§5.1), then explain how the leakage mani-
fests as a multi-step attack (§5.2), and finally identify
code patterns that are vulnerable to this leakage (§5.3).

5.1 Threat Model
We adopt the PACMAN threat model [28], where the
attacker’s goal is to recover a valid PAC for an attacker-
chosen pointer on a PAC-protected system, ultimately en-
abling control-flow hijacking via ROP/JOP-style attacks.
The victim implements FEAT FPAC but not FEAT FPACC
SPEC, which is the case on Apple M2 and M3, employs
XPAC-based mitigations against PACMAN-style attacks,
and contains a known memory corruption vulnerability
as well as a BACKPAC gadget (§5.3). The attacker runs
unprivileged code on the same core as the victim, shares
no memory with it, but can observe microarchitectural
side channels such as the cache and TLB. Prior work has
already reverse-engineered Apple M2’s cache and TLB
structure in sufficient detail to make these side channels
practically exploitable [12, 18].

5.2 BACKPAC Overview
BACKPAC exploits the fact that authentication failures
shorten the speculation window: a successful authentica-
tion lets transient execution reach subsequent memory
or branch operations and touch additional microarchi-
tectural state, while a failed one truncates speculation

1 if (cond) {
2 autda ptr
3 xpac ptr
4 ... (enough instructions)
5 load(ptr2)
6 }

(a) Data gadget.

1 if (cond) {
2 autia ptr
3 xpac ptr
4 ... (enough instructions)
5 br(ptr2)
6 }

(b) Instruction gadget.

Figure 5: Pseudo-code gadgets used in our attack.
The data gadget dereferences a PAC-stripped
pointer, while the instruction gadget uses it as
an indirect branch target.

before those effects occur. Although both paths are archi-
tecturally squashed, their microarchitectural footprints
remain distinguishable.

At a high level, the attack proceeds in the following
steps:

(1) Mistraining the branch predictor. The at-
tacker mistrains the branch predictor to induce
speculative execution along a chosen control-flow
path containing a BACKPAC gadget.

(2) Triggering speculative execution. The attacker
provides inputs that cause the processor to specu-
latively execute the gadget, which performs pointer
authentication on an attacker-influenced pointer.

(3) Send phase. The authentication outcome is im-
plicitly encoded into microarchitectural state: a
successful authentication allows transient execution
to reach a subsequent memory or branch operation,
while a failed authentication truncates transient
execution before that operation is issued.

(4) Receive phase. The attacker recovers the encoded
information via side-channel measurements (e.g.,
cache or TLB timing). The presence or absence of
a measurable signal reveals whether the pointer
authentication succeeded or failed.

(5) Brute-force phase. The attacker iteratively tests
candidate PAC values by repeating steps (1)–(4)
until the correct PAC is identified.

5.3 Vulnerable Code Patterns
Since pointer authentication can be applied to both

data flow and control flow, BACKPAC gadgets take
two corresponding forms, illustrated in Figure 5. A data
gadget (Figure 5(a)) authenticates a pointer with autda,
strips its PAC bits with xpac, and is followed by a
transient instruction window ending in a memory access
through an independent pointer. An instruction gadget
(Figure 5(b)) uses the same structure but ends in an
indirect branch through an independent register, with
autia as the authenticating instruction. In both cases,
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successful authentication allows transient execution to
reach the final operation and leave a microarchitectural
footprint (in the cache, TLB, or branch predictor), while
a failed authentication truncates speculation before that
operation is issued.

6 Countermeasures
The most principled mitigation lies in hardware. ARM’s
FEAT FPACC SPEC extension is specifically designed to
ensure that authentication outcomes do not affect spec-
ulative microarchitectural state [6], directly eliminat-
ing the primitive that BACKPAC exploits. Apple has
adopted this mitigation starting from the M4 generation,
where we no longer observe the speculation shrinkage on
which BACKPAC relies. However, M2 and M3, which im-
plement FEAT FPAC without FEAT FPACC SPEC, remain
susceptible.

On affected processors, software can insert speculation
barriers (SB, DSB) between authentication and subse-
quent memory or control-flow operations, but their per-
formance overhead limits practical use. Compilers and
security-critical libraries should therefore avoid emitting
BACKPAC gadgets (§5.3).

7 Conclusion
We presented BACKPAC, a microarchitectural leakage
primitive arising from the interaction between ARM’s
FEAT FPAC hardware mitigation and its recommended
XPAC-based software sequences. While this combination
eliminates the original PACMAN oracle, it introduces
a new authentication-dependent transient behavior in
which failed pointer authentication shortens the specula-
tion window. Our findings show that pairing fault-based
hardware mitigation with software pointer stripping is
insufficient to eliminate authentication-dependent tran-
sient behavior.
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